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Canh bao Ransomware WanaCryptOr dang tAn cong trén dién réng

- Wana Decrypt0r 2.0 x|

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

N
Payment will be raised on B Can [ Recover My Files?
51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on
il How Do I Pay?

5/20/2017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
Nl aa Tia

Pal VL -

Time Left

Send $300 worth of bitcoin to this address:
About bitcoin

12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw
H\-I". to hll.‘ hitcoins ?

Hién tai, ma doc ransomware c6 tén WannaCry (WanaCryptOr) dang khai thac 15 hong trén

HPH Windows dé tan céng vao cac may tinh véi muc tieu ma hoa dit liéu dé doi tién
chudc, anh huong téi nhiéu to chire, ca nhan trén pham vi toan cau. Cong ty CP NamTrudng
son HN c6 théng b&o huéng dan cac ca nhan, t6 chic thuc hién cac bién phap phong tranh
va xtr Iy khan cap ma doc nay nhu sau:

I. Pdi véi ca nhan:

- Lién hé véi quan tri mang hozc thuc hién cap nhat ngay cac phién ban hé diéu hanh
windows dang str dung.

- Cap nhat ngay cac chuong trinh Antivius dang sir dung. D6i véi cac may tinh khong
¢ phan mém Antivirus can tién hanh cai dat ngay phan mém Antivirus c6 ban quyén.

- Can trong khi nhan duoc email ¢6 dinh kém va cac duong link la duoc gui trong email,

trén cac mang xa hoi, cong cu chat. ..
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- Cha y than trong khi mo cac file dinh kém ngay ca khi nhan duoc tir nhitng dia chi

quen thudc. Str dung cac cong cu kiém tra phan mém doc hai truc tuyén hoic cd ban
quyén trén may tinh véi cac file nay trudc khi mé ra.

- Khéng mé cac duong dan c6 dudi .hta hodc duong dan cé cau truc khéng rd rang, cac
duong dan rat gon link, néu ¢ nghi ngo can lién hé véi can bo phu trach 1T ngay.

- Thuc hién bién phap luu trir (backup) dir liéu quan trong ngay lap tuc.

11. Pdi v6i cac quan tri vién hé thong

Thuc hién 1énh quét virusscan cho viing Critical Areas, néu phét hién malware dang
MEM:Trojan.Win64.EquationDrug.gen can khoi dong lai may tinh ngay.

Thuc hién bién phap luu trit (backup) dix liéu quan trong ngay.

Cap nhat day du cho cac may chi/may tram dang st dung hé diéu hanh Windows,
dic biét 1a ban va 15i EternalBlue (MS17-010) theo dudng dan dudi day :

Security Update for Microsoft Windows SMB Server (MS17-010 — Critical)
Riéng dbi vai cac may tinh sir dung Windows XP, sir dung ban va duéi day
Security Update for Windows XP SP3 (KB4012598)

hoac tim kiém theo tir khda ban cap nhat KB4012598 trén trang chii cua Microsoft.

Tao cac ban snapshot ddi v&i cac may cha o hoa dé phong viéc bi tin cong.

Kiém tra tinh trang hoat dong cua phan mém diét virus dang duoc cai dat véi day
du cac tinh nang bao v¢, dac biét 1a tinh nang System Watcher , thong bao nguoi
dung khéng duoc ty y tat hay g& bo.

Cap nhat co so dit liéu méi nhat cho cac may chu, may tram da duoc trang bi hé
thdng Antivirus Endpoint Security.

Kiém tra ngay cac may chua va tam thoi khoa (block) cac dich vy dang st dung cac
cong 445/137/138/139.

Tan dung cac cong cu, giai phap an toan thong tin dé theo doi, giam sét va bao veé
hé thdng trong thoi diém nhay cam nay.

Ngin chin (block) viéc sir dung cac phan mém chia sé file ngang hang Tor trong hé

théng mang.


https://technet.microsoft.com/en-us/library/security/ms17-010.aspx?ranMID=24542&ranEAID=TnL5HPStwNw&ranSiteID=TnL5HPStwNw-gbWLy95O7mKQC9dUcHaFwg&tduid=(b5720e58345d94767ac72041bb6618ab)(256380)(2459594)(TnL5HPStwNw-gbWLy95O7mKQC9dUcHaFwg)()
https://www.microsoft.com/en-us/download/details.aspx?id=55245&WT.mc_id=rss_windows_allproducts
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Canh bao téi nguoi dung trong don vi va thuc hién cac bién phap nhu néu trén doi

véi nguoi dung.
Trong truong hop phat hién may tinh bi lay nhiém, khong 1am theo cac huéng dan
ctia hacker dé tranh mat tién va lay nhiém virus thém.
Xac dinh va ngit may tinh bi l1ay nhiém khoi hé théng mang, update chuong trinh
diét virus va quét lai toan bo may tinh dé 1am sach virus trude khi cai dit lai.
Lién hé ngay v&i cac co quan chirc ning ciing nhu cac to chirc, doanh nghiép trong
linh vuc an toan thong tin dé duoc hd tro khi can thiét.

e M@t s6 thong tin tham khao :
Mi doc WannaCry ban dau chi hoat dong khi ngudi dung click vao mat duong link
gia mao hay mét tap tin gia, tuy nhién bién thé WanaCryptOr hién tai da loi dung
cac 16 hong Windows dé lay lan rong rdi. Thong qua viéc khai thac 16 hong
EternalBlue cua dich vu SMB, ma doc cai dit mot phan mém backdoor NSA mang
tén DoublePulsat, tir 6 WannaCry duoc 1y nhiém vao may roi ty dong lay lan
nhanh chéng dén cac may tinh trong cling mot mang.
Thong bao caa cuc An toan thdng tin — Bo TT&TT vé ma doc nay :

http://ais.qov.vn/tin-noi-bat/cuc-an-toan-thong-tin-canh-bao-va-khuyen-nghi-xu-

ly-gap-toi-nquoi-dan-doanh-nghiep-va-cac-to-chuc.htm

Tham khao thong bao mo ta va canh bdo cua hdng bao mat Kaspersky Lab :

https://blog.kaspersky.com/wannacry-ransomware/16518/

Do tinh chat nguy hiém ciia ma doc, dé dé phong viéc 1y nhiém va xay ra sy c6 mat di
liu nghiém trong, rat mong Quy Khach hang chi y cac bién phap phong chéng va canh

bao néu trén.


http://ais.gov.vn/tin-noi-bat/cuc-an-toan-thong-tin-canh-bao-va-khuyen-nghi-xu-ly-gap-toi-nguoi-dan-doanh-nghiep-va-cac-to-chuc.htm
http://ais.gov.vn/tin-noi-bat/cuc-an-toan-thong-tin-canh-bao-va-khuyen-nghi-xu-ly-gap-toi-nguoi-dan-doanh-nghiep-va-cac-to-chuc.htm
https://blog.kaspersky.com/wannacry-ransomware/16518/

